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Survey on Runtime Input Validation for Context-aware Adaptive Software
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State Key Laboratory for Novel Software Technology . Nanjing University, Nanjing 210023, China
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Abstract With the widespread of intelligence and big data,context-aware adaptive software,one representative of intelligent soft-
ware, has gained increasing popularities. It has two key characteristics: 1) “context-aware” ,referring to the ability of becoming a-
ware of environments through ubiquitous sensors. 2) “adaptive”,referring to the ability of making adaptations based on collected
contexts. As such, context-aware adaptive software can at runtime sense its surrounding environment and make adaptations
smartly. Besides, with the growing development of artificial intelligence (AD) technologies, more Al models have been applied in
context-aware adaptive software for smarter adaptations. Therefore,on one hand,due to the complexity of environments at runti-
me, the software suffers from severe reliability issues during its deployment, which is difficult to avoid by sole testing due to the
lack of practically controllable environments, thus leading to great challenges for its runtime reliability assurance. On the other
hand, the application of Al models in context-aware adaptive software further aggravates its reliability issues. As such,how to
maintain the runtime reliability of context-aware adaptive software has been a widely-open research problem in intelligent soft-

ware engineering, while input validation has shown promising in this field by identifying and isolating unexpected inputs {from be-
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ing fed into the software in order to avoid possible uncontrollable consequences at runtime. In this article, we survey techniques on
runtime input validation for context-aware adaptive software concerning its two key characteristics: “context-aware” and “adap-
tive”. Meanwhile, we also dig into the reliability issue problem concerning its cost-effectiveness in solving,and overview the con-
cerned research framework. Finally.we discuss some latest concerns of context-aware adaptive software at present and in future,
and present how context-aware adaptive software supports the emergence of self-growing software in the vision. As a summary,

we survey existing efforts on runtime input validation for context-aware adaptive software,and aim to form a structured frame-

work for the potential solutions on its reliability issues. We wish this may shed some light on relative researchers in future.
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