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F1< (Word size)

In computing, a word is the natural unit of data used by a particular
processor design. The number of bits in a word (the word size, word
width, or word length)...

» BEE R TREEV AN HERIAR/N
* IRETHK/N (FREIREFASEE)




8 \11 (6502)

* 16 bit PC E{F=% (64 KiB FHLEES] , KiB RINTF , ToIRPRE/1ZRED)
* Apple ll; Atari 2600; NES; ...




1643741, ( 8086/8088 )

- BEEFARIINEF | EXAIEUIERE |
* 20 bit B (F5NS51F28)
* Intel 8086 : LHAAJLLH > X86ZR14




32 (M1 (Intel x86)

» 80386 4-THEE 4,096 {FZAIHPLIZSE]
* 4 GiB RF1E 1980s B K EIEEA T BN




64 {3741, (x86-64; AArch64; RV64; ...)

. 64 {ithHZSAIEEZ=E| 17,179,869,184 GiB NTZ
- BAIAUARSS2SH 128 GiB AF
- BRIGEREIEFEILARY (PML4)
o TIERISbIESE—AG ST 48 bit HIRHBHE (256 TiB)




Fun Facts

- intREIKE
8 bit computer: 8 bit
16 bit computer: 16 bit
32 bit computer: 32 bit
64 bit computer: 32 bit
JVM (32/64 bit): 32 bit
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« Xx86 , x64 , amdo64 , ...
« x86 , ARM, MIPS , RISC, ...
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I E S

« TBFREAA - .c > .0 (fmiR)F0 .0 > a.out (5EE)
o RNEWRA., AEgmIESE. RNEIESHIZHGISGERRT LAk
s HIEE—) "HEES"

« ABI ( Application Binary Interface )
- XFIFAPI (Application Programming Interface)

- FERRAERIHGE @) //u/;erspace\\\
« Z%Ebinaryfd17/39 ( Linux ABI ) kernel ' €

d:ompller
o THHEINUSRITETC ' '
- REUER. ZARER...... (llbc )"
CESEREN TEITIHAFEMAZFE LR \(Sysca"s)
« printfERFGASEIL , WIRIEBNINERRYEERREL

- HERR. INEAINLTE
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Application Binary Interface (ABI)

« B8N : B 1ZA’HIx86 calling convention
* cdecl (Linux)
« stdcall (Win32)

- REBEIRERIREE LABETE A

stdio.h X

D: > gcc > mingw64 > x86_64-w64-mingw32 > include > C stdio.h > fprintf(FILE *__restrict_, const char *__restrict__

15



B+ : cdeclEREUREFE

e caller stack frame
- FFESHUSHENERREESEXRLE (FFUAE "REFEE )
« ARe2IRE[HEHE
« BkitZEl|callee

e callee

« EAX{EIIR[EIE
- Hith=H1Fe58BEcallee save

void bar(int *);

int foo(int x) {
bar(&x);
return x;

}

16
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A 24 N
7|§ += I'E' I int _cdecl foo(int m1, int m2, int m3, int m4);
e WEIEEIS]

int foo(int m1, int m2, int m3, int m4) {

cdecl

return ml1 + m2 + m3 + m4;

}
*&PB‘E ——» maink & = int main() { foo(1,2,3,4);}
4
L =
2
i |
esp e > —
0 push A& o 3t
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cdecl

A
Wk

& FRRG

KK o—s

ebp

mainag#x, & Kok
y =
3 —
2
(
1
—
iR =] Mo bt
IR H b
O0ld ebp

P o S
AN

int _cdecl foo(int m1, int m2, int m3, int m4);

int foo(int m1, int m2, int m3, int m4) {
return ml1 + m2 + m3 + m4;

int main() { foo(1,2,3,4);}

Disassembly of section .text:

00000000 <foo>:
2 of 1e fb

ff ff ff
00 00 00
08
0c

10

14

of 1le

e5
ff
00

endbr32

push  %ebp

mov %esp,%ebp

call 8 <foo+0x8>

add $0x1,%eax

mov 0x8 (%ebp) ,%edx
mov 0xc (%ebp) ,%eax
add %eax, %edx

mov 0x10 (%ebp) , %eax
add %eax, %edx

mov 0x14 (%ebp) ,%eax
add %edx, %eax

pop %ebp

ret

endbr32

push  %ebp

mov %esp,%ebp
call 2d <main+0x8>
add $0x1,%eax
push  $06x4

push  $6x3

push  $0x2

push  $0x1

call 3f <main+0xla>
add $0x10,%esp
mov $0x0,%eax
leave

ret

18



cdecl

‘ng
A
Xk
\——t
H

| ==y I int _cdecl foo(int m1, int m2, int m3, int m4);
il FH R

int foo(int m1, int m2, int m3, int m4) {

return ml1 + m2 + m3 + m4;

main e—— & AInFR . int main() { foo(1,2,3,4);}

4

% Disassembly of section .text:
3 =

(

(

IR

00000000 <foo>:

of le fb endbr32
2 push  %ebp
mov %esp,%ebp
: ff ff ff call 8 <foo+0x8>
1 : 00 00 00 add  $0x1,%eax
}_*__47 c 08 mov 0x8 (%ebp) ,%edx
A 85" W =
b old eb Ak 3 hE : 10 mov Oxloi%ebp) ,%eax
e 2 add %eax, %edx
e p. > P 2 14 mov 0x14 (%ebp) , %eax
: add %edx, %eax
: 0 %eb
BB G ; e
S AL F
esp _ : of 1le endbr32
*ﬁ]ﬁ ® > : push  %ebp
,L\ : e5 mov %esp,%ebp

ff call 2d <main+0x8>
00 add $0x1,%eax
push  $06x4
push  $6x3
push  $0x2
push  $0x1
call 3f <main+0xla>
add $0x10,%esp
mov $0x0,%eax
leave
ret
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cdecl

‘ng
A
Xk
\——t
H

| ==y I int _cdecl foo(int m1, int m2, int m3, int m4);
il FH R

int foo(int m1, int m2, int m3, int m4) {

return ml1 + m2 + m3 + m4;

main e—— & AInFR . int main() { foo(1,2,3,4);}

4

% Disassembly of section .text:
3 =

(

(

IR

00000000 <foo>:

of le fb endbr32
2 push  %ebp
mov %esp,%ebp
: ff ff ff call 8 <foo+0x8>
1 : 00 00 00 add  $0x1,%eax
}_*__47 c 08 mov 0x8 (%ebp) ,%edx
A 85" W =
b old eb Ak 3 hE : 10 mov Oxloi%ebp) ,%eax
e 2 add %eax, %edx
e p. > P 2 14 mov 0x14 (%ebp) , %eax
: add %edx, %eax
: 0 %eb
BB G ; e
S AL F
esp _ : of 1le endbr32
*ﬁ]ﬁ ® > : push  %ebp
,L\ : e5 mov %esp,%ebp

ff call 2d <main+0x8>
00 add $0x1,%eax
push  $06x4
push  $6x3
push  $0x2
push  $0x1
call 3f <main+0xla>
add $0x10,%esp
mov $0x0,%eax
leave
ret
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cdecl

A
Wk

& FRRG

main e—— »

FRJE ebp

esp
A

mainay A& & Wbt
- =
3 =
2
(
1
—
12 18] Mo, ht
° > 1k 3 bk

int _cdecl foo(int m1, int m2, int m3, int m4);

int foo(int m1, int m2, int m3, int m4) {
return ml1 + m2 + m3 + m4;

int main() { foo(1,2,3,4);}

Disassembly of section .text:

00000000 <foo>:
2 of 1e fb

ff ff ff
00 00 00
08
0c

10

14

of 1le

e5
ff
00

endbr32

push  %ebp

mov %esp,%ebp

call 8 <foo+0x8>

add $0x1,%eax

mov 0x8 (%ebp) ,%edx
mov 0xc (%ebp) ,%eax
add %eax, %edx

mov 0x10 (%ebp) , %eax
add %eax, %edx

mov 0x14 (%ebp) ,%eax
add %edx, %eax

pop %ebp

ret

endbr32

push  %ebp

mov %esp,%ebp
call 2d <main+0x8>
add $0x1,%eax
push  $06x4

push  $6x3

push  $0x2

push  $0x1

call 3f <main+0xla>
add $0x10,%esp
mov $0x0,%eax
leave

ret
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cdecl

7
u

\
%E = o | ==y I int _cdecl foo(int m1, int m2, int m3, int m4);
1 A

int foo(int m1, int m2, int m3, int m4) {

return ml1 + m2 + m3 + m4;

main e—— » AN . int main() { foo(1,2,3,4);}

FRJE ebp

4
% Disassembly of section .text:
3 A 00000000 <f00>:
: of le fb endbr32
2 : push  %ebp
( mov %esp,%ebp
ff ff ff call 8 <foo+0x8>
esp 1 : 00 00 60 add  $6x1,%eax
N o———» — : 08 mov 0x8(%ebp) ,%edx
*& ]-Jﬁ\ : 0c mov 0xc (%ebp) ,%eax
: add %eax, %edx
Ak 3 hE : 10 mov 0x10 (%ebp) , %eax

add %eax, %edx

14 mov 0x14 (%ebp) ,%eax
add %edx, %eax
pop %ebp

ret

of 1le endbr32
push  %ebp
e5 mov %esp,%ebp
ff call 2d <main+0x8>
00 add $0x1,%eax
push  $06x4
push  $6x3
push  $0x2
push  $0x1
call 3f <main+0xla>
add $0x10,%esp
mov $0x0,%eax
leave
ret
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int _cdecl foo(int m1, int m2, int m3, int m4);

A

cdecl

SUE IR

int foo(int m1, int m2, int m3, int m4) {

return ml1 + m2 + m3 + m4;

. ebp
T s ey —_— int main() { foo(1,2,3,4);}

IR esp " -

— 00000000 <foo>:

Disassembly of section .text:

0: of le fb endbr32
: push  %ebp
( mov %esp,%ebp
ff ff ff call 8 <foo+0x8>
: 00 00 00 add $0x1,%eax
— : 08 mov 0x8(%ebp) , %edx
) : 0c mov 0xc (%ebp) ,%eax
: add %eax, %edx
Ak 3 hE : 10 mov 0x10 (%ebp) ,%eax

add %eax, %edx
14 mov 0x14 (%ebp) ,%eax
add %edx, %eax
pop %ebp
ret

00000025 <main>:

2DE of 1le endbr32
PA°H push  %ebp
e5 mov %esp,%ebp
ff call 2d <main+0x8>
00 add $0x1,%eax
push  $06x4
push  $6x3
push  $0x2
push  $0x1
call 3f <main+0xla>
add $0x10,%esp
mov $0x0,%eax
leave
ret

M A TR S AR &) 203 ) 7 5y 3 A 7T e R 23



1R

int foo(int m1, int m2, int m3, int m4) {
return ml1 + m2 + m3 + m4;

I Y T T

cdec| A A2 2R TR BN AR oLy 28 F 7
stdcal | A A 2R TR BN LA F
3k 7 ANDWORD £ A X, & 'V F %
fastcal | BEANFHE, EHLH 5 K G
A A T B NAX,
pascal I AR A IR TR A BN AR, AL

TRI&+H L

TR £k L +HO+ S BT TR

@+cf) F B +@+ S R F T 3K

BE A,

W pascal X #%

_foo@16
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- IWVEIENE/SFE
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SRk

1]

- AREE "REHRIT B BTS

James C. King. Symbolic execution and program

o -1ﬁiﬁ‘\:;z'\

ACM, 19(7), 1976.

I

: -m32 -02 -fno-pic (&

P00004f0 <foo>:

4f0: 83
4f3: 8d
4f7: 50
4f8: e8
4fd: 8b
501: 83
504: c3

ec 18
44 24 1c

13 00 00 00
44 24 20
c4 1c

) gcc -c -02 -m32 foo.c

$ objdump -d foo.o

foo.0:

Disassembly of section .text:

00000000 <foo>:
: f3 of le fb
8b 44 24 08
03 44 24 04
- 03 44 24 Oc
10: 03 44 24 10
14: G

file format elf32-i386

endbr32
mov
add

0x8(%esp) ,%eax
0x4 (%esp) ,%eax
add
add
ret

0xc (%esp) ,%eax
0x10(%esp) ,%eax

Disassembly of section .text.startup:

00000000 <main>:
: f3 0f 1le fb
31 c0O

>I-
A

sub $0x18, %esp
lea 0x1c(%esp),%eax
push %eax
call 510 <bar>
mov 0x20(%esp), %eax
add $0x1c,%esp

ret

endbr32

Xor %eax, %eax

25



Ll

v
e
%
LM
\fr
I
=1t

=] 3, 1t

(;\_)\

esp i
[

v

000004f0 <foo>:

4f0: 83 ec 18 sub $0x18, %esp <=
4f3: 8d 44 24 1c lea 0x1c(%esp), %eax

4f7: 50 push %eax

4f8: e8 13 00 00 00 call 510 <bar>

4fd: 8b 44 24 20 mov 0x20(%esp),%eax

501: 83 c4 1c add $0x1c,%esp

504: c3 ret

26
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IH

paral

12 18] Mo, ht

UB

UB

UB

UB

UB

UB

esp
[

v

000004f0 <foo>:

40
43
47
4f8:
4fd:
501:
504:

83 ec 18

8d 44 24 1c

50

e8 13 00 00 00
8b 44 24 20

83 c4 1c

c3

sub $0x18, %esp

lea 0x1c(%esp), %eax
push %eax

call 510 <bar>

mov 0x20(%esp),%eax
add $0x1c,%esp

ret

=
=
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Ll

X

N

IH

esp
[

paral

12 18] Mo, ht

UB

UB

UB

UB

UB

UB

it

v

000004f0 <foo>:

40
43
47
4f8:
4fd:
501:
504:

83 ec 18

8d 44 24 1c

50

e8 13 00 00 00
8b 44 24 20

83 c4 1c

c3

sub $0x18, %esp

lea 0x1c(%esp), %eax
push %eax

call 510 <bar>

mov 0x20(%esp),%eax
add $0x1c,%esp

ret

<4
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Ll

v
e
%
l}Lb
\fr
I
=1t

B
14 19 b bt
uUB
UB 000004f0 <foo>:
4f0: 83 ec 18 sub $0x18, %esp
UB 4f3: 8d 44 24 1c lea 0x1c(%esp), %eax
UB 4f7: 50 push %eax
> 4f8: e8 13 00 00 00 call 510 <bar> =
UB 4fd: 8b 44 24 20 mov 0x20(%esp),%eax
501: 83 c4 1c add $0x1c,%esp
UB 504: c3 ret
Ho b
esp & 18] Hy b
® >
foo (int x){
bar(&x);

29
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IH

14 5] e bk

uB

uB
40
UB 43
UB A7
48
UB 4fd:
501:
UB 504:

Hohb

°® >
esp

83
8d
50
e8
8b
83
c3

000004f0 <foo>:

ec 18
44 24 1c

13 00 00 00
44 24 20
c4 1c

sub $0x18, %esp

lea 0x1c(%esp), %eax
push %eax

call 510 <bar>

mov 0x20(%esp),%eax
add $0x1c,%esp

ret

foo (int x){
bar(&x);

30



N

IH

esp

paral

12 18] Mo, ht

v

0000040 <foo>:
40
43
47
4f8:
4fd:
501:
504:

83
8d
50
e8
8b
83
c3

ec 18 sub $0x18, %esp

44 24 1c lea 0x1c(%esp), %eax
push %eax

13 00 00 00 call 510 <bar>

44 24 20 mov 0x20(%esp),%eax

c4 1c add $0x1c,%esp
ret

Jjz XXX
/w
ZF = 0 ZF = 1

<
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) gcc -c -02 -m32 foo.c

$ objdump -d foo.o

foo.0:

- IWVEIENE/SFE

k3

\\2 /kjﬁ

PRI

- AREE "REHRIT B BTS

o -1ﬁiﬁ‘\:;z'\

James C. King. Symbolic execution and program

ACM, 19(7), 1976.

M. -m32 -02 -fno-pic(4&

P00004f0 <foo>:

4f0: 83
4f3: 8d
4f7: 50
4f8: e8
4fd: 8b
501: 83
504: c3

ec 18
44 24 1c

13 00 00 00
44 24 20
c4 1c

sub $0x18, %esp
lea 0x1c(%esp),%eax

push %eax

call 510 <bar>
mov 0x20(%esp), %eax
add $0x1c,%esp

ret

Disassembly of section .text:

00000000 <foo>:
: f3 of le fb
8b 44 24 08
03 44 24 04
- 03 44 24 Oc
10: 03 44 24 10
14: G

file format elf32-i386

endbr32

mov 0x8(%esp) ,%eax
add 0x4 (%esp) ,%eax
add 0xc (%esp) ,%eax
add 0x10(%esp) ,%eax
ret

Disassembly of section .text.startup:

00000000 <main>:
: f3 0f 1le fb
31 c0O

>I-
A

endbr32
Xor %eax, %eax

32



x86-64 : H{FeESREUEFE
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17 (1)

|A32

i5 B1128
BRERE
S%4
BH3
BH
SH1
BAERE
T

%rax
%rbx
%rcx
%rdx
%rsi
%rdi
%rbp
%rsp

%eax
%ebx
%ecx
%edx
%esi
%edi
%ebp
%esp

%bx
%CX
%dx
%si

%di

mm

%bl %bh
%cl %ch
%d1 %dh
%sil
%dil
%bp1l
%spl

34



Z17e5(2): FBINRNEF=S

* x86-64 1 & T (RZ 5 1Fas |
- TEREBEARKR A2 3ME , AEREESET ! !

mm
S5

%r8d %r8w %r8b

2456 %r9 %rod %row %r9ob
BARERE %r10 %ried %r10w %r10b
EiE %ril %rild %rilw %rllb

C unsued %rl2 %rl2d %rl2w %rl2b
HAERF %ri13 %r13d %r13w %r13b
HAERT %r14 %r14d %r14w %r14b

FARERE %r15 %ri5d %r15w %ri5b ZA)



A + B in x86-64

int f(int a, int b) {
return a + b;

00000510 <add_32>:

510: 8b 44 24 08 mov 0x8(%esp), %eax
514: 03 44 24 04 add 0x4(%esp), %eax
518: c¢3 ret

P000000VVVVVV630 <add_64>:
630: 8d 04 37 lea (%rdi,%rsi,1),%eax
633: c3 retq

36



max in x86-64

int max(int a, int b) {
if (a > b) return a;
else return b;

00000514 <max_32>:

514: 8b 44 24 04 mov 0x4(%esp), %eax movl 4(%esp), %eax
518: 3b 44 24 08 cmp 0x8(%esp), %eax movl 8(%esp), %edx
51c: 7d 04 jg 522 <max+0xe> cmpl  %edx, %eax

cmovl %edx, %eax
5le: 8b 44 24 08 mov 0x8(%esp), %eax ret

522: c3 ret

0000000000000640 <max_64>:

640: 39 f7 cmp %esi,%edi
642: 89 f0 mov %esi, %eax
644: 0f 4d c7 cmovge %edi, %eax

647: c3 retq



[EREFERTIERESE . LE

e Y15 6 INESEBIY LS  rdi, rsi, rdx, rex, r8, r9
* callee FJLAPERIERUX 6 1N 1FesiY(E
- REIRE T EANAREDE (KB HERRTEA)

o =+ :

void plus(int a, int b) {
fprintf(stdout, "%d + %d = %d\n", a, b, a + b);
3
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void plus(int a, int b) {

fprintf(stdout, "%d + %d

}

= %d\n", a, b, a + b);

s SCFREIAARYE  fprintf chk@plt
- EEEBISE : stdout, %d + %d = %d\n, a, b, a + b
e calling convention: rdi, rsi, rdx, rcx, r8, r9

0000000000700 <plus>:

700:
704 .
706:
70d:
714:
717:
719:
71le:

rdi

44
89
48
48
41
31
be
e9

8d oc 37

9

8b 3d 03 09 20 00
8d 15 bo 00 00 00
89 fo

co

01 00 00 00

5d fe ff ff

rsi r9

rcx

b a+b

lea (%rdi,%rsi,1),%rod
mov %edi,%ecx 201010

==

mov ©0x200903(%rip),%rdi # XXXXXX <stdout@@GLIBC_ 2.2.5>

lea oxbo(%rip),%rdx # 7c4 <_IO_stdin_used+0x4>
mov %esi,%r8d

Xor %eax,seax

mov $0x1,%esi

jmpq 580 <__ fprintf_chk@plt>

39



void plus(int a, int b) {

fprintf(stdout, "%d + %d

}

- SERRIA

0000000000700 <plus>:

700: 8d oc 37
704 .
706:
70d:
714:
717:
719:

/1le:

rdi

44
89
48
48
41
31
be
e9

9
8b
8d
89
co
o1
5d

rsi

3d 03 09 20 00
15 bo 00 00 00

0

00 00 00
fe ff ff

ro

rcx

a+b

= %d\n", a, b, a + b);

B2  fprintf chk@plt
- EEEBISE : stdout, %d + %d = %d\n, a, b, a + b
e calling convention: rdi, rsi, rdx, rcx, r8, r9

lea (%rdi,%rsi,1),%rod
mov %edi,%ecx

==

mov ©x200903(%rip),%rdi # 201010 <stdout@@GLIBC 2.2.5>

lea oxbo(%rip),%rdx # 7c4 <_IO_stdin_used+0x4>

mov %esi,%r8d
Xor %eax,seax
mov $0x1,%esi
jmpq 580 <__ fprintf_chk@plt>

rsp &—

%

data

ﬁp ——»

code
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void plus(int a, int b) {

fprintf(stdout, "%d + %d

}

- SERRIA

0000000000700 <plus>:

700: 8d oc 37
704 .
706:
70d:
714:
717:
719:

/1le:

rdi

44
89
48
48
41
31
be
e9

9
8b
8d
89
co
o1
5d

rsi

3d 03 09 20 00
15 bo 00 00 00

0

00 00 00
fe ff ff

ro

rcx

stdout

a+b

= %d\n", a, b, a + b);

B2  fprintf chk@plt
- EEEBISE : stdout, %d + %d = %d\n, a, b, a + b
e calling convention: rdi, rsi, rdx, rcx, r8, r9

lea (%rdi,%rsi,1),%rod
mov %edi,%ecx

mov ©x200903(%rip),%rdi # 201010 <stdout@@GLIBC 2.2.5>
lea oxbo(%rip),%rdx # 7c4 <_IO_stdin_used+0x4>

mov %esi,%r8d
Xor %eax,seax
mov $0x1,%esi
jmpq 580 <__ fprintf_chk@plt>

rsp &—

A

data

ﬁp —»

code

41
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void plus(int a, int b) {

fprintf(stdout, "%d + %d

}

- SERRIA

0000000000700 <plus>:

= %d\n", a, b, a + b);

B2  fprintf chk@plt
- EEEBISE : stdout, %d + %d = %d\n, a, b, a + b
e calling convention: rdi, rsi, rdx, rcx, r8, r9

700: 44 8d oc 37 lea (%rdi,%rsi,1),%rod
704: 89 f9 mov %edi,%ecx
706: 48 8b 3d 03 09 20 00 mov 0x200903(%rip),%rdi # 201010 <stdout@@GLIBC 2.2.5>
70d: 48 8d 15 bo 00 00 00 lea oxbo(%rip),%rdx # 7c4 <_IO_stdin_used+0x4>
714: 41 89 fo mov %esi,%r8d
717: 31 co Xor %eax,%eax
719: be 01 00 00 00 mov $0x1,%esi
71le: €9 5d fe ff ff jmpq 580 <__ fprintf_chk@plt>
rdi rsi ro rcx rdx vad + %d = %d\n" ota
stdout b a+b a —~——-____f;;;:i___>
code

ﬁp —»

42
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void plus(int a, int b) {

fprintf(stdout, "%d + %d

}

- SERRIA

0000000000700 <plus>:

= %d\n", a, b, a + b);

B2  fprintf chk@plt
- EEEBISE : stdout, %d + %d = %d\n, a, b, a + b
e calling convention: rdi, rsi, rdx, rcx, r8, r9

700: 44 8d oc 37 lea (%rdi,%rsi,1),%rod
704: 89 f9 mov %edi,%ecx
706: 48 8b 3d 03 09 20 00 mov 0x200903(%rip),%rdi # 201010 <stdout@@GLIBC 2.2.5>
70d: 48 8d 15 bo 00 00 00 lea oxbo(%rip),%rdx # 7c4 <_IO_stdin_used+0x4>
714: 41 89 fo mov %esi,%r8d
717: 31 co Xor %eax,%eax R
719: be 01 00 00 00 mov $0x1,%esi
71le: €9 5d fe ff ff jmpq 580 <__ fprintf_chk@plt>
rdi rsi ro rcx rdx
c » data
r8d eax rip e— code
b 0
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void plus(int a, int b) {

fprintf(stdout, "%d + %d

}

- SERRIA

0000000000700 <plus>:

= %d\n", a, b, a + b);

B2  fprintf chk@plt
- EEEBISE : stdout, %d + %d = %d\n, a, b, a + b
e calling convention: rdi, rsi, rdx, rcx, r8, r9

700: 44 8d oc 37 lea (%rdi,%rsi,1),%rod
704: 89 f9 mov %edi,%ecx
706: 48 8b 3d 03 09 20 00 mov 0x200903(%rip),%rdi # 201010 <stdout@@GLIBC 2.2.5>
70d: 48 8d 15 bo 00 00 00 lea oxbo(%rip),%rdx # 7c4 <_IO_stdin_used+0x4>
714: 41 89 fo mov %esi,%r8d
717: 31 co Xor %eax,%eax
719: be 01 00 00 00 mov $0x1,%esi ==
71le: €9 5d fe ff ff jmpq 580 <__ fprintf_chk@plt>
A
rdi rsi ro rcx rdx
"% + %d = %d\n" data
stdout 1 a+b a B B N
r8d eax rip e— code
b 0

44



—EE ST

i

. plusiIBIE—5IES

71le: e9 5d fe ff ff jmpg 580 < fprintf chk@plt>

- HAEEBprintf , MEEBNEEENEEA
o ERSHETE mov $0x1,%esi

- BEjnpERARECREE —Kretig<s
- [FRAT__fprintf_chk@pltiretiE<SiIREIEIplusAUEEE
- WRBIRMEIE , MiEERkcallig<S ; R plusiREBlprintfAIER |, (AR
Jmp
- BENALE—5IES
o ELERIretX D IR R AAIHEY

45


http://refspecs.linuxbase.org/LSB_4.1.0/LSB-Core-generic/LSB-Core-generic/libc---printf-chk-1.html

XJEL32{iiprintf

s X, (BIEHTIEERSHE—E

void plus(int a, int b) {
fprintf(stdout, "%d + %d = %d\n", a, b, a + b);

3
000005b4 <plus>:
5b4: 83 ec 14 sub $0x14,%esp
5b7: 8b 44 24 18 mov 0x18(%esp) , %eax
5bb: 8b 54 24 1c mov Ox1c(%esp),%edx
S5bf: 8d oc 10 lea (%eax,%edx,1),%ecx
5c2: 51 push %ecx
5¢3: 52 push %edx
5c4: 50 push %eax
5c5: 68 60 06 00 00 push $0x660
S5ca: 6a 01 push $ox1
S5cc: ff 35 00 00 00 00 pushl ox0
5d2: e8 fc ff ff ff call 5d3 <plus+Ox1f>
5d7: 83 c4 2c add $0x2c,%esp
5da: c3 ret

5db: 90 nop



— " EEAY/)\ AR

* x86-64 1L E 7R GRS
« void f(int x) {.. & ..} SK&EMHA?

- WFRSESHOERT | RILESEAE
+ AIRIRERR T RAIRIE
- (BRI ARSI ERE

void bar(int *);

int foo(int x) {
bar(&x);
return x;

3
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$ gcc -c -02 foo.c
$ objdump -d foo.o

SE=P)

Ot
B

foo.o0: file format elf64-x86-64

Disassembly of section .text:

void bar(int *);
0000000000000000 <foo>:

int foo(int x) { . f3 of le fa endbré4
bar(&x); : 48 83 ec 18 sub $0x18,%rsp
. : 89 7c 24 Oc mov %edi,0xc(%srsp)
return x; : 48 8d 7c 24 0Oc lea Oxc(%rsp),%rdi
} - e8 00 00 00 00 call 16 <foo+0x16>
8b 44 24 0Oc mov Oxc(%rsp) ,%eax
48 83 c4 18 add $0x18,%rsp
c3 ret
rsp e >
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$ gcc -c -02 foo.c
$ objdump -d foo.o

B

Ot
B

foo.o0: file format elf64-x86-64

Disassembly of section .text:

void bar(int *);
0000000000000000 <foo>:

int foo(int x) { . f3 of le fa endbr64
bar(&x); : 48 83 ec 18 sub $0x18,%rsp
. : 89 7c 24 Oc mov %edi,0xc(%rsp)
return x; : 48 8d 7c 24 0Oc lea Oxc(%rsp),%rdi
b - e8 00 00 00 00 call 16 <foo+0x16>

8b 44 24 0Oc mov Oxc(%rsp) ,%eax
48 83 c4 18 add $0x18,%rsp
c3 ret

rsp e >
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$ gcc -c -02 foo.c
$ objdump -d foo.o

B

Ot
B

foo.o0: file format elf64-x86-64

Disassembly of section .text:

void bar(int *);
0000000000000000 <foo>:

int foo(int x) { . f3 of le fa endbr64
bar(&x); : 48 83 ec 18 sub $0x18,%rsp
. : 89 7c 24 Oc mov %edi,0xc(%rsp)
return x; : 48 8d 7c 24 0Oc lea Oxc(%rsp),%rdi
b - e8 00 00 00 00 call 16 <foo+0x16>

8b 44 24 0Oc mov Oxc(%rsp) ,%eax
48 83 c4 18 add $0x18,%rsp
c3 ret

edi

e

rsp e >
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swap In x86-64

+ BRI , x86-64RTIRANARLENT , THET

* void swap(int *x, int *y); A MIEHHERNET

mov
mov
mov
mov
mov
mov

pPop

mov
mov
mov
mov

Ox8(%esp) , %edx
Oxc(%esp) , %eax
(%edx) , %ecx
(%eax) , %ebx
%ebx, (%edx)
%ecx, (%keax)
%ebx

(%rdi), %eax
(%rsi), %edx
%edx, (%rdi)
%eax, (%rsi)

HIE< 5
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Bl= : &

int fact(int n) {
int res = 1;

do { res *= n; n--; } while (n > 0);
return res;
3
mov $0x1, %eax
nopl (%rax)
imul %edi , %eax
sub $0x1, %edi
test %edi, %edi
jig L1
repz retq

- FTIRFAES
« nopl (%rax) : RTEXITF (padding )
* repz retq : BHILESRDIHES



I = : 3B

0000000000000704 <fib>:
704
705:
706:
708:
710a:
10e:
711:
713:
716:
719:
Te:
7120
7122:
7125:
7126
127
728:

55
53
89
31
48
83
Te
8d
83
e8
01
eb
8d
5a
5b
5d
c3

ec 08
01

ff

02
ff ff ff

01

push
push
mov
Xor
sub
cmp
jle
lea
sub
callq
add
Jjmp
lea
pop
pop
pop
retq

%rbp

%rbx

%edi, %ebp
%ebx , %ebx
$0x8, %rsp
$0x1, %ebp

722 <fib+0x1e>
-0x1(%rbp), %edi
$0x2, %ebp

704 <fib>
%eax , %ebx

70e <fib+0xa>
Ox1(%rbx) , %eax
%rdx

%rbx

%rbp
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Inline Assembly
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E CRIBFRNCR

4
\J+
/k

\—

- Jmikes - B CUED REENE" RuLgmES

« BREANIZAERRLAEEGZ] Eﬂ?ﬁﬁ)\? C4m0e ?
« TJLA ! JmiEEsHE  "EHlRENG"

$ objdump -d foo.o

) . ; foo.0: file format elf64-x86-64
int foo(int x, int y) {

X++; y++;
asm ("endbr64;"

Disassembly of section .text:

0000000000000000 <foo>:

".byte 0xf3, 0x0f, Oxle, Oxfa" : f3 0f le fa endbr64
: 55 push  %rbp
); : 48 89 e5 mov %rsp,%rbp
: 89 7d fc mov %edi, -0x4(%rbp)
return x + y; : 89 75 f8 mov  %esi,-0x8(%rbp)
} : 83 45 fc addl $0x1, -0x4(%rbp)
83 45 f8 addl $0x1, -0x8(%rbp)

f3 0f 1le endbré64

f3 0f 1le endbré4

8b 55 fc mov -0x4 (%rbp) ,%edx
8b 45 f8 mov -0x8(%rbp) ,%eax
01 do add %edx , %eax

5d pop %rbp

c3 ret
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B CmhiiE C HRAgFIAT,

int foo(int x, int y) {
int z;
X++; y++;
asm (
"addl %1, %2; "
"movl %2, %0; "
"=r"(z) // output

"r"(X>, ur.u(y> // j/?,OUZ’

le

e5

); 0000000000000000
return z; . f3of
} : 55
. 48 89

89
89
83
83
8b
8b
01
89
89
8b
5d
c3

7d
75
45
45
45
55
c2
do
45
45

ec
e8

gcc -00

endbr64

push %rbp

mov %rsp,%rbp

mov %edi, -0x14(%rbp

( )
mov %esi,-0x18(%rbp)
addl  $0x1,-0x14(%rbp)
addl  $0x1,-0x18(%rbp)
mov -0x14(%rbp) ,%eax
mov -0x18(%rbp) ,%edx
add %eax , %edx
mov %edx , %seax
mov %eax, -0x4(%rbp)
mov -0x4(%rbp) ,%eax
pop %rbp
ret
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fmPiaa) C iHRAVRIXTC

int foo(int x, int y) {
int z;
X++; y++;
asm (
"addl %1, %2; "
"movl %2, %0; "
"=r"(z) // output
"r"(x), "r"Cy) // input gcc —02

);

return z;

} 000000ONOONEOOEO <foo>:
0: f3 0f le fa endbr64

83 c7 01 add $0x1,%edi

8d 46 01 lea 0x1(%rsi) ,%eax
01 f8 add %edl,%eax

89 c0 mov %eax ,%eax

c3 ret




B CmhiiE C HRAgFIAT,

int foo(int x, int y) {
int z;
X++; y++;
asm (
"addl %1, %2; "
"movl %2, %0; "
"=&r"(z) // output
"r"(x), "r"Cy) // Input
);

return z;

); 0000000000000000 <f00>:

0:

f3 0f le fa
83 c7 01

83 c6 01

01 fe

89 0O

c3

gcc —02

endbr64

add
add
add
mov
ret

$0x1,%edi
$0x1.%esi
%edl,%esi
%esl,%eax
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—pas -
SERIE 5%

» SCRRYYmIERS Al B
« BENTEDEERENF17E8
e inline assembly NEZFFEEMSSHIEIR
* > clobber 1list

asm asm-qualifiers ( AssemblerTemplate
: OutputOperands
[ : InputOperands
[ : Clobbers ] 1)

asm asm-qualifiers ( AssemblerTemplate
: OutputOperands
: InputOperands
: Clobbers
: GotoLabels)
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1 #include <stdio.h>

int incl(int src) {
int dst;

("mov %1, %0\n\t"

"add $1, %0"
"=r"(dst)
"r*(src));

dst;
}

int inc2(int src) {
int dst;

("mov %1, n\t"
"mov $3, ax\n\t"

int inc3(int src) {
int dst;

("mov %1, %0\n\t"
"mov $3, %%eax\n\t"
"add $1, %0"

"=r"(dst)
"r"(src)
"%eax");

dst;
}
int main(il
printf

" push  %rbp
printf(":

printfg“ endbr64
(
(

- mov %rsp,%rbp
mov %edi, -0x14(%rbp)
mov -0x14 (%rbp) ,%eax
mov %eax, %seax
mov $0x3,%eax
add $0x1,%eax
mov %eax, -0x4(%rbp)
mov -0x4 (%rbp) ,%eax
pop %rbp
ret




S s ey

+ SLhRRSRIF RS AT RER
- B
-+ Bt assembly AHRENEIRAFER) , HATLARIS

e > volatile

int foo(int x, int y) {
int z;
X++; y++;
asm (
"addl %1, %2; "
"movl %2, %0; "

"=r"(z) // output gcc —02
: ] "(X> n u(y> // 1/7,0UZ'
); 0000000000000000 <foo>:
0 0: f3 of 1le fa endbr64
return 0; 4: 31 cO Xor %eax ,%eax
} 6: 3 ret
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£ Pinial ¢ tHFRRIXI

int foo(int x, int y) {
int z;
X++; y++;
asm volatile(
"addl %1, %2; "
"movl %2, %0; "
"=r"(z) // output
"r"(x), "r"Cy) // input gcc —02

);

return 0;

OO0 <foo>:
: f3 0f le fa endbr64
: 83 c7 01 add $0x1,%edi
83 c6 01 add $0x1,%esi

01 fe add %edi,%esi
89 f7 mov %esi,%edi
31 cO xor %eax ,%seax
c3 ret
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XL gmiRks

|1RYE

.

[l

* TN

- [RIE : 2B—4E YEMU FI NEMU
« SO . RRAER

- [ERT, 98

- BiF—BHZ:

« x86-64 BAE]H
« AArch64 t3AE]{H

- FREFM

SSARE R cPU HITRIEARRETT

R VER
BT SR E
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End. {FIXTFMR TS ?)

x86-64 Machine-Level Programming
How to Use Inline Assembly Language in C Code
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https://www.cs.cmu.edu/~fp/courses/15213-s07/misc/asm64-handout.pdf
https://gcc.gnu.org/onlinedocs/gcc-10.2.0/gcc/Using-Assembly-Language-with-C.html

